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Introduction.
This demonstration illustrates the exploit of vulnerability in Cisco Wireless LAN Controllers
that I reported to Cisco in June 2012. In summary, the unauthorised access vulnerability
allows an attacker to view and modify the Cisco Wireless LAN Controllers configuration even
if the ‘Management Via Wireless’ security feature is disabled. The CVSS (Common
Vulnerability Scoring System) is an industry standard for assessing the severity of a
computer vulnerabilities. The CVSS Base Score range is from 0-10, with a score between 710 representing a ‘High Severity’ vulnerability. The vulnerability exploited in this
demonstration has a CVSS score of 9.
Screenshot 1 provides an overview of the vulnerability and the full public disclosure can be
read at the URL below.
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20130123-wlc
Screenshot 1 – Vulnerability overview

To illustrate the severity of this vulnerability, I will detail the end to end process that results in
a full compromise of the Cisco Wireless LAN Controller. Important points to remember as
you read this tutorial;
 The demonstration is easily performed via a wired connection to the network
infrastructure. To make this more interesting (and to highlight the vulnerability), this
demonstration will use the wireless interface of the OG150. An overview of the
topology used for this demonstration is illustrated in Screenshot 2.
 This demonstration relies on specific default settings being unchanged (namely, the
default SNMP community strings).
 The demonstration will use a 2106 Cisco Wireless LAN Controller with software
version 7.0.116.0. The model of access-point is irrelevant for this attack (for
reference though, I used a Cisco AIR-LAP1231G).
 In order to perform this demonstration using the OG150s wireless interface, I must be
able to associate to the AIR-LAP1231G access-point and retrieve an IP address.
Methods of achieving this include, but are not limited to, connecting to ‘Open’ SSIDs
and cracking WPA/WPA2 PSKs as part of the ‘preparation’ phase.
 This tutorial uses the SecureCRT SSH client. Although this is not freeware, I
personally find it the best SSH client on the market.
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Please use this document responsibly. No one will think you are cool if law
enforcement turn up on your doorstep. My aim here is to raise the profile and
importance of wireless security, and help people understand the bad things that can
happen when it is ignored.
Screenshot 2 – Demonstration topology
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Wireless LAN Controller Reconnaissance.
The first step here is to ascertain the Management IP address of the Cisco Wireless LAN
Controller. As with most security tasks, there multiple ways of achieving this. You may be
surprised to hear that the Management IP address of the Cisco Wireless LAN Controller is
transmitted in clear text over the air. This is part of a protocol that helps access-points
discover neighbouring access-points. These frames are sent by each access-point once
every 60 seconds (by default). Therefore, in one minute we will have the Management IP
address of the Cisco Wireless LAN Controller. The first step is to turn the wireless interface
of the OG150 into ‘monitor’ mode (also known as ‘promiscuous’ mode) using airmon-ng.
This is demonstrated in Screenshot 3. Note: This will not drop wireless associations on the
OG150.
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Screenshot 3 – Turn OG150 wireless interface into ‘monitor’ mode using airmon-ng

The next step is to capture the wireless traffic for 60 seconds using airodump-ng. We will
save the captured packets to the /tmp/wifi_capture location. This process is shown in
Screenshot 4. Note: The actual filename is appended with a number (i.e. the first file is
saved as wifi_capture-01.cap, if we re-run the same command it is saved as wifi_capture02.cap, etc).
Screenshot 4 – Capture wireless frames using airmon-ng
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Whilst this is running, you will see output similar to that shown in Screenshot 5. Notice in the
red rectangle that you have an indication of the elapsed time since the capture started.
When the elapsed time reaches 1 minute, press Ctrl+c to stop the capture.
Screenshot 5 – Wireless capture in progress

Let’s see if we managed to capture the access-point transmitting the Management IP
address of the Wireless LAN Controller. I use the tcpdump feature for this, as shown in
Screenshot 6. It looks like we got a hit! Note: If you do not see any output when you enter
this command, try re-running the packet capture again.
Screenshot 6 – Open wireless capture with tcpdump
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The Management IP address of the Wireless LAN Controller is now displayed in hex..... but
where? You need to look in the hex output for the following string – cccd 001b – the
Management IP address of the Wireless LAN Controller is the following 4 bytes after this
string. The red rectangle in Screenshot 7 highlights the hex string cccd 001b, the green
rectangle is the Management IP address of the Wireless LAN Controller in hex – c0a8 0bd2.
Screenshot 7 – Locate the Wireless LAN Controller Management IP address in hex using tcpdump

If you are feeling lazy (or simply don’t like converting hex to decimal), you can convert this
hex string to decimal using the OG150. Use the printf command as shown in Screenshot 8.
As you can see, the hex string c0a8 0bd2 is converted to 192.168.11.210 – we now have the
Management IP address of the Wireless LAN Controller!!
Screenshot 8 – Convert hex to decimal to determine the Wireless LAN Controller Management interface
IP address
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Test SNMP Access To The Wireless LAN Controller – From A
Wireless Client.
The Wireless LAN Controller used for this demonstration has default settings. HTTPS and
SSH are enabled, Telnet and HTTP are disabled. Interestingly, SNMP v2c is not only
enabled by default, it has default community strings configured.
Screenshot 9 – Default management settings on a Wireless LAN Controller

By default, the ‘Management Via Wireless’ feature is disabled. This is a security feature that
prevents wireless LAN clients from managing the Wireless LAN Controller using any of the
management protocols that are enabled in Screenshot 9. However, it is not implemented
properly – hence the vulnerability we are about to exploit. The default ‘Management Via
Wireless’ setting is shown in Screenshot 10.
Screenshot 10 – Default ‘Management Via Wireless’ setting on a Wireless LAN Controller
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The next step is to test SNMP access to the Wireless LAN Controller from a wireless client
(client is associated to an access-point who is registered to the Wireless LAN Controller).
This should fail, due to the ‘Management Via Wireless’ setting shown previously in
Screenshot 10. As demonstrated in Screenshot 11, the OG150 was able to retrieve the
Wireless LAN Controllers hostname via SNMP. We can now manipulate the Wireless LAN
Controllers configuration using SNMP – from a wireless client.
Screenshot 11 – Display Wireless LAN Controllers hostname using SNMP

Modifying A Management Account On The Wireless LAN Controller.
To compromise the Wireless LAN Controller, we require valid management
(username/password) credentials. With a little research, we find that the SNMP OIDs shown
in Screenshot 12 will display the management accounts configured on the Wireless LAN
Controller.
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Screenshot 12 – Management account SNMP OID structure

We can use the information in Screenshot 12 to perform an snmpwalk - this will display what
management accounts are configured on the Wireless LAN Controller. As you can see in
Screenshot 13, there are three management accounts configured on the Wireless LAN
Controller with the usernames; admin, awesomejosh and reevesy.

Screenshot 13 – Display management accounts using snmpwalk
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We can now use the snmpset command to effectively overwrite the existing management
password on one of the accounts. I will pick the user awesomejosh – just to see how
awesome he really is. The slight difference in the SNMP OID shown in Screenshot 13
compared to Screenshot 14, is the number ‘2’ in Screenshot 14 that has a red rectangle. At
the end of the snmpset command, we add ‘s Razzl3r0ck’ to change the password for user
awesomejosh to ‘Razzl3r0ck’. We now have valid management credentials  We still cannot
SSH or HTTPS to the Wireless LAN Controller because the ‘Management Via Wireless’
feature is disabled and the OG150 is a wireless client. For clarity, we ONLY had SNMP
access from a wireless client to the Wireless LAN Controller when the ‘Management Via
Wireless’ feature was disabled.
Screenshot 14 – Change management password using snmpset

Enabling ‘Management Via Wireless’ On The Wireless LAN
Controller.
If we can enable the ‘Management Via Wireless’ feature, we have compromised the
Wireless LAN Controller (we already have valid management credentials as per the previous
step). A little research and we have the SNMP OID related to the ‘Management Via Wireless’
feature, as shown in Screenshot 15.
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Screenshot 15 – ‘Management Via Wireless’ SNMP OID

This feature is disabled by default, but we can enable it using the snmpset command as
displayed in Screenshot 16 below.
Screenshot 16 – Enable ‘Management Via Wireless’ using snmpset

You can verify this setting by checking the Wireless LAN Controller configuration. Notice that
the ‘Wireless Via Management’ feature is now enabled in Screenshot 17, it was previously
disabled in Screenshot 10.
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Screenshot 17 – ‘Management Via Wireless’ feature is enabled

Enable Telnet To The Wireless LAN Controller.
Let’s enable Telnet, to further illustrate the control we now have. Telnet is disabled by default
as previously illustrated in Screenshot 9. We can confirm this by attempting to Telnet to the
Wireless LAN Controller from the OG150 – notice in Screenshot 18 that the Telnet
connection is refused by the Wireless LAN Controller.
Screenshot 18 – Telnet connection refused

A little research and we find the SNMP OID for Telnet, as show in Screenshot 19.
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Screenshot 19 – Telnet SNMP OID

We can now use the snmpset command to enable Telnet, as shown in Screenshot 20.
Screenshot 20 – Enable Telnet using snmpset

We can confirm this on the Wireless LAN Controller – notice how Telnet is now enabled in
Screenshot 21, previously in Screenshot 9 it was disabled.
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Screenshot 21 – Updated management settings on the Wireless LAN Controller

The Final Compromise.
The final section is putting all the pieces together, to achieve the goal of compromising the
Wireless LAN Controller. To do this, we connect to the Management IP address of the
Wireless LAN Controller, from the OG150, using the Telnet protocol. We then authenticate
using the username awesomejosh and the password ‘Razzl3r0ck’ as previously configured.
You now have complete control of the Wireless LAN Controller, as shown in Screenshot 22
(this is demonstrated by executing the ‘show run-config’ command to display the
configuration).
Screenshot 22 – Telnet access to the Wireless LAN Controller from a wireless client
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The Cisco Wireless LAN Controller is now compromised. A malicious user could do many
things at this point. For example:
 Identify other targets to attack – RADIUS servers, DNS servers, etc.
 Display configuration of SSIDs and create an Evil-Twin access-point using the
OG150.
 Capture wireless user traffic.
 Perform a DOS (Denial of Service) attack.
 Create a backdoor SSID to allow further attacks.
 Much more.......
Once the user has achieved his goal, he/she simply needs to reboot the Wireless LAN
Controller and the settings will revert back to the original state (assuming any configuration
changes were not saved to NVRAM).
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