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Introduction.
This tutorial is essentially a demonstration on the practical use of reverse SSH tunnels using
the OG150. I will use the topology illustrated in Screenshot 1. In summary, we have the
hackers network, consisting of the hackers router and the hackers desktop PC. For this
tutorial, the hackers desktop is running a clean install of Back Track 5 Release 2 on a VM
(Virtual Machine). Note: The Back Track 5 machine will be referenced throughout this
document as ‘BT5’. The target infrastructure (Company X) is a simplified version of most
customer environments; there is an internal network (LAN) with hosts, a router and finally a
firewall that connects to the Internet. For the purpose of this demonstration, assume that the
OG150 has been deployed on the target LAN and has received an IP address (10.1.1.150)
via DHCP.
Screenshot 1 – Demonstration topology
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It is important to highlight a couple of key considerations. The first one is that the targets
firewall must allow the OG150 to connect to your SSH server (BT5 in this case) using TCP
port 22. If this port is blocked by the firewall, the OG150 will fail to establish an SSH
connection. You can configure the OG150 to use a TCP port other than the default (TCP
port 22), if required (for example, an earlier port scan may show that TCP port 80 to the
Internet is open – therefore you can try using this for the SSH connection ). The second
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point is that you can use a VPS (Virtual Private Server) that is hosted on the Internet for the
SSH server functionality. This tutorial uses a BT5 VM that is hosted on my laptop as the
SSH server, this is only shown for demonstration purposes and a hosted VPS in most cases
is much easier to use.

Why Do I Want To Use A Reverse SSH Tunnel?
In this scenario, the goal is for the hacker to be able to connect (via SSH) to the OG150 from
his desktop PC at home - or even from anywhere on the Internet. If this can be achieved, the
hacker can attack the target infrastructure from the comfort of his home which mitigates the
risk of being caught on or near the targets geographical location.
It is impossible for the hacker to be able to simply SSH directly (from the Internet) to the
OG150 for a number of reasons; a) the OG150 is using a private IP address (10.1.1.150)
which is not routable across the internet b) the firewall is likely to prevent inbound traffic
flows. This second point requires further explanation. It is common practise for firewall rules
to restrict inbound traffic flows and this practise should be commended. Inbound in this
sense is traffic sourced from the Internet destined to a device on the targets LAN. Sadly,
however, it is common practise for firewall rules to be poorly configured for outbound traffic.
Outbound traffic in this sense is traffic sourced from the targets LAN destined to the Internet.
This whole practise is based on the ‘trusted’ versus ‘untrusted’ model – whereby anyone on
the Internet is ‘untrusted’ and anyone on the target LAN is ‘trusted’. This is dangerous, and
an OG150 deployed on the targets LAN can abuse this ‘trust’. Screenshot 2 illustrates a
firewall that denies inbound traffic and permits outbound traffic.
Screenshot 2 – Inbound versus Outbound traffic flows
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We have just established that outbound firewall rules are typically poorly implemented. This
means that the OG150 may be able to automatically create an SSH tunnel to BT5 running
on the hackers desktop PC. This is allowed, because the traffic flow is initiated outbound –
from the ‘trusted’ LAN destined to the ‘untrusted’ Internet. Let’s assume this SSH tunnel is
established and we call it #tunnel1, what can we do with it? We can now create a ‘reverse’
SSH tunnel, called #tunnel2, which is encapsulated inside of #tunnel1. In essence, we are
creating an SSH tunnel (#tunnel2) inside of another SSH tunnel (#tunnel1). Once this is
achieved, the hacker now has SSH access to the OG150 and can launch whatever attacks
they like. The only connection that the firewall see’s is the SSH tunnel (TCP port 22) that
was created during the establishment of #tunnel1. As shown in Screenshot 3, the #tunnel2
SSH tunnel is ‘carried’ inside of the #tunnel1 SSH tunnel. Note: The arrows indicate the
direction in which the SSH tunnel is initiated.
Screenshot 3 – Reverse SSH tunnels
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One Time Setup Procedure.
Before you can start to enjoy the benefits of reverse SSH tunnels, you need to configure it.
Although it is a little painful to setup, the setup procedure is only required once and you can
re-use the configuration time and time again – I strongly recommend you set this up and
enjoy its benefits. Upon successful completion of this procedure, the reverse SSH tunnel
establishment is extremely easy and is typically automated.
The OG150 has an RSA key generated during the build process which is used by SSH. First
of all, SSH to your OG150 and display its ‘public’ RSA key using the command shown in
Screenshot 4. You will need the information inside the red rectangle later.
Screenshot 4 – Display OG150 RSA public key

A clean VM install of Back Track 5 Release 2 is running on the hackers PC. It has been
statically assigned IP address 192.168.11.150. Ensure that the SSH server is running on
BT5, as shown in Screenshot 5. Note: To ensure that the SSH service is started upon
bootup, open a ‘Terminal’ session on BT5 and enter the command ‘update-rc.d ssh defaults’.
The next time BT5 boots the SSH service will be started automatically.
Screenshot 5 – Verify SSH is running on BT5 machine

Next, generate new RSA keys on the BT5 machine and save them in the following location
‘etc/ssh/ssh_host_rsa_key’. This process is illustrated in Screenshot 6.
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Screenshot 6 – Generate new RSA keys on BT5

Restart the SSH service on BT5 so that it uses the newly created SSH keys - the command
for this is ‘service ssh restart’.
You now need to do a little work to allow the BT5 to authenticate the SSH session from the
OG150 using RSA keys only (no username/password is required to authenticate the SSH
session from the OG150 to BT5). Create the ‘authorized_keys’ file in folder ‘/etc/ssh/’ as
shown in Screenshot 7.
Screenshot 7 – Create ‘authorized_keys’ file on BT5

You now need to copy the RSA public key shown in Screenshot 4 (the content inside the red
rectangle) into the newly created ‘authorized_keys’ file on BT5. It is very important that you
copy from the ‘ssh-rsa’ to the ‘root@OG150’. To do this we will use ‘vi’ which is a text editor
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that allows you to change the contents of a file from the CLI. Open the newly created file with
‘vi’ as shown in Screenshot 8.
Screenshot 8 – Open ‘authorized_keys’ file using ‘vi’ on BT5

The full tutorial on the use of ‘vi’ is outside the scope of this guide, there are lots of
references online regarding this subject. This guide will illustrate the steps to make and save
changes to a file. Once the file is opened with ‘vi’, pressing ‘Ctrl+i’ will allow you to make
changes to the file. Paste in the output inside the red rectangle that is shown in Screenshot
4. This process is shown in Screenshot 9.
Screenshot 9 – Paste the OG150 RSA key into ‘authorized_keys’ file on BT5

In order to save the changes, you need to exit out of the editing mode, to do this press ‘Esc’.
Next, type ‘:wq’ and then a carriage return to save the changes. Verify that this is saved by
displaying the file contents with the ‘cat’ command as shown in Screenshot 10.

Using Reverse SSH Tunnels with AutoSSH v1.0
Author: Darren Johnson

www.og150.com

Screenshot 10 – Verify OG150 RSA key is in the ‘authorized_keys’ file on BT5

The next task is to ‘tweak’ the ‘sshd_config’ file on the BT5 machine. I will use the ‘vi’
program again for this. Open the file with ‘vi’ as shown in Screenshot 11.
Screenshot 11 – Open ‘sshd_config’ file using ‘vi’ on BT5

Once the file is opened with ‘vi’, pressing ‘Ctrl+i’ will allow you to make changes to the file.
You should see a line ‘#AuthorizedKeysFile
%h/.ssh/authorized_keys’, this line needs to
be changed as per the top line in Screenshot 12 (make sure you remove the ‘#’ at the
beginning!). In addition, line 2 and 3 in Screenshot 12 need to be added (these are new
configuration lines). In order to save the changes, you need to exit out of the editing mode,
to do this press ‘Esc’. Next, type ‘:wq’ and then a carriage return to save the changes.
Screenshot 12 – New content in the ‘sshd_config’ file on BT5

You should now restart the SSH service on BT5 so that the configuration changes applied in
Screenshot 12 will be applied. To do this, enter the command ‘service ssh restart’ on the
BT5 machine. The BT5 machine is now configured and ready for action 
The next steps are very important, and this is typically where people will make mistakes. The
OG150 needs to establish an SSH tunnel to BT5. For this to work properly, the OG150 must
be accessing BT5 from the Internet (for this step, I usually tether my OG150 to the iPhone
and use my iPhones 3g Internet connection). Next, you need to decide if you will connect to
BT5 via IP address or DNS name (you may be using DynDNS for example). In my
deployment, I have a Cisco router and will use the ADSL IP address - 121.223.67.186. It is
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highly likely that your BT5 is using a private IP address which is not routable on the Internet
(see RFC1918 for more details). This is true in my topology, my BT5 has IP address
192.168.11.150. Therefore, I need to configure my Internet router to forward connections on
TCP port 22 (SSH) destined for the ADSL IP address (121.223.67.186) to my BT5
(192.168.11.150). This process is known as NAT (Network Address Translation) or Port
Forwarding. If this is not done properly, the whole process fails. The Cisco router used in my
demonstration is configured as shown in Screenshot 13. As you can see, any traffic destined
to the IP address of interface Dialer1 (my ADSL interface) on TCP port 22 (SSH) is
forwarded to 192.168.11.150 (my BT5).
Screenshot 13 – Cisco router NAT configuration for TCP port 22 (SSH)

On the OG150, you now need to ‘trust’ the BT5 RSA key. This is really simple, SSH from the
OG150 to the BT5, and when it asks ‘Do you want to continue connecting?’ type ‘y’. Once
connected, the job is done and exit out of the SSH connection. This process is shown in
Screenshot 14. Note: The OG150 should be connecting to the BT5 from the Internet – not
from the same local network.
Screenshot 14 – Install BT5 RSA key into OG150

At last, we are ready to test if the RSA key authentication works. This is a success if an SSH
session is established WITHOUT asking for username/password credentials. A successful
connection is shown below in Screenshot 15. Notice how the OG150 can SSH directly to
BT5 without being asked for username/password credentials.
Screenshot 15 – SSH connection using RSA key authentication only

Final task, on your OG150 enter the command ‘chmod 777 /root/.ssh/known_hosts’.
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Congratulations, the one time setup procedure is now complete 

Automatically Establish A Reverse SSH Connection On Boot –
Using AutoSSH.
What would be really cool is to be able to plug the OG150 into the target network, walk away
and let the OG150 automatically setup the SSH tunnels - with zero intervention from the
user. We can do this.... 
We use a program called AutoSSH, whose purpose is to start SSH (when instructed) and
monitor the health of the established SSH connection. If the SSH connection drops (for
example, if the BT5 was rebooted), the AutoSSH will automatically restart the SSH
connection. AutoSSH monitors the health of the SSH connection using keepalives that are
sent over the SSH tunnel to the BT5 and looped back to the OG150 – if the SSH connection
dies, the keepalives are no longer looped back and the OG150 can ascertain that the SSH
connection is dead and tries to create a new SSH connection. Very cool......
You can invoke AutoSSH during the boot process, so that it is started every time the OG150
is power cycled or rebooted. The file ‘/etc/rc.local’ is read towards the end of the boot
process, any scripts in this file will be automatically executed. There is a script preconfigured for the SSH connection, however it is prepended with a ‘#’ which means it is
ignored. The default ‘/etc/rc.local’ file contents can be seen in Screenshot 16.
Screenshot 16 – Default ‘/etc/rc.local’ file contents

First of all, use ‘vi’ to remove the ‘#’ prepending the SSH script. Once this is complete, the
output should look similar to the output in Screenshot 17. The SSH script will now be
executed as part of the boot process.
Screenshot 17 – Edited ‘/etc/rc.local’ file contents
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Let’s look at the SSH connection script, it can be seen in Screenshot 18. The only part that
needs to be changed is displayed inside the red rectangle. The ‘x.x.x.x’ should be set to the
public IP address or DNS name that the OG150 will use to connect to your BT5.
Screenshot 18 – Default SSH connection script

I have set this to the IP address of my ADSL interface - 121.223.67.186. Screenshot 19
shows the updated file that I edited using ‘vi’.
Screenshot 19 – Edited SSH connection script

Time to test! Reboot your BT5 and issue the two ‘netstat’ commands shown in Screenshot
20. You should see that your BT5 machine is in the ‘LISTEN’ state for SSH (TCP port 22)
and it is doing nothing for TCP port 150.
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Screenshot 20 – BT5 ‘netstat’ output before SSH connection

Power cycle your OG150 and wait. After a few minutes, re-issue the two ‘netstat’ commands
in Screenshot 20 and you should now see output similar to that shown in Screenshot 21.
Notice that an SSH connection is ‘ESTABLISHED’ with IP address 1.137.41.186 (this is my
OG150). In addition, BT5 is now in the ‘LISTEN’ state for TCP port 150. What is this for? We
will use TCP port 150 to reverse SSH to the OG150 from the BT5 machine.
Screenshot 21 – BT5 ‘netstat’ output after SSH connection

On the BT5 machine, we SSH to 192.168.11.150 (itself) on TCP port 150. The BT5 will in
fact tunnel the TCP (port 150) connection inside the pre-established SSH (port 22)
connection to the OG150. This is demonstrated in Screenshot 22.
Screenshot 22 – Attempt reverse SSH connection to the OG150 from BT5

Once you have entered the OG150s password, you will have SSH connectivity to the OG150
from BT5 . At this point, you can launch attacks against the target infrastructure from the
luxury and comfort of your own home.
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Screenshot 23 – Successful reverse SSH connection to the OG150 from BT5

One very important point to raise is that you can in fact SSH to your OG150 from
anywhere on the Internet once the reverse tunnel ready. This concept is demonstrated in
Screenshot 24. In this scenario, the hacker has a laptop with a 3g card and can SSH to the
OG150 via the BT5 machine. The hacker simply needs to SSH to the BT5 machine on TCP
port 150, using the public IP address (in my example this is 121.223.67.186). The BT5 will
then forward this connection inside the pre-established SSH tunnel to the OG150.
Screenshot 24 – Connect to the OG150 (using reverse SSH tunnel) from anywhere on the Internet
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Similar to Screenshot 13, you must configure NAT on your router to forward connections
destined for TCP port 150 to BT5. The configuration on my Cisco router is shown in
Screenshot 25. With this configuration, any traffic destined to the IP address of interface
Dialer1 (my ADSL interface) on TCP port 150 (reverse SSH) is forwarded to 192.168.11.150
(my BT5). The BT5 will then send this connection inside the SSH tunnel to the OG150. If
this is configured properly, you can now access your OG150 from ANYWHERE on the
Internet.
Screenshot 25 – Cisco router NAT configuration for TCP port 150 (reverse SSH)

I tested this functionality using an SSH client on my iPhone. Screenshot 26 illustrates the
SSH configuration for this utility and also displays a successful SSH connection to the
OG150 – all over the iPhones 3g connection.
Screenshot 26 – Reverse SSH tunnel from an iPhone
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SSH Keepalive Script.
The more observant users may have noticed an SSH keepalive script named ‘ssh-keepalivescript-v1.0.sh’ located in ‘/etc/og150/working-files/’. But what does it do? It is only useful
when a very specific sequence of events take place, therefore it is considered optional and
can be used at the discretion of the user. The contents of this file can be seen in Screenshot
27.
Screenshot 27 – SSH keepalive script

Basically, it checks if the OG150 has established an SSH connection (using AutoSSH), if it
hasn’t it will attempt to restart it by invoking the SSH connection script. Hang on, isn’t that
what AutoSSH does? Well, yes and no. If AutoSSH is configured to start on boot, as per the
instructions presented earlier in this tutorial, AutoSSH WILL monitor the connection as long
as it was established in the first place. The last part of the previous sentence is very
important, the SSH connection HAS to be established when it was attempted during the boot
process before AutoSSH can monitor it. If this happens, AutoSSH will restart the connection
if it later goes down for whatever reason. However, if the SSH connection does NOT connect
during the boot process (maybe the BT5 was still booting when the OG150 tried to connect),
AutoSSH has nothing to monitor and the SSH connection is never re-attempted. This is
exactly where the SSH keepalive script comes into play.
As discussed above, the SSH keepalive script can check to see if SSH is connected and if it
isn’t it can invoke the SSH connection script. Given the scenario where the OG150 boots
and AutoSSH fails to establish an SSH connection, the SSH keepalive script will re-attempt
the SSH connection script (if the SSH connection gets established, the AutoSSH feature will
monitor the health of the connection moving forward).
The question now becomes, how do we invoke the SSH keepalive script? The answer is
cron. With cron, we can schedule a task to occur periodically – every minute, every day, at
1am every Tuesday, etc. To do this, we need to edit the file ‘/etc/crontabs/root’ which is
empty by default. Using ‘vi’, edit the ‘/etc/crontabs/root’ file so that the SSH keepalive script
is invoked every 5 minutes. Screenshot 28 displays the edited ‘/etc/crontabs/root’ file, which
launches the SSH keepalive script every 5 minutes 
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Screenshot 28 – Confirmation that the SSH keepalive script will run every 5 minutes

The combination of using AutoSSH and the SSH keepalive script should ensure that you can
always SSH to your OG150 using reverse SSH tunnels.

Integration With The Automated Penetration Test Feature.
The ‘Automated Penetration Test’ feature is presented in a dedicated tutorial which you can
download from www.og150.com. The good news is that the reverse SSH feature and the
‘Automated Penetration Test’ feature can function simultaneously. In addition, the ‘Security
Report’, which is produced on completion of the ‘Automated Penetration Test’, confirms
whether the OG150 has established an SSH connection.
The ‘test’ to determine if an SSH connection is established is the last ‘test’ executed during
the ‘Automated Penetration Test’. As such, if you look at the bottom of the ‘Security Report’
you can see whether or not SSH connectivity has been established. Notice in Screenshot 29
that the ‘Security Report’ confirms SSH has not been established, whereas Screenshot 30
confirms SSH has been established.
Screenshot 29 – ‘Security Report’ output when an SSH connection is NOT established
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Screenshot 30 – ‘Security Report’ output when an SSH connection is established

The final point here is the comment in Screenshot 30 states that you can ‘...remote control
the OG150 by SSH’ing to x.x.x.x on TCP port 150.’ For accuracy, you should change the
‘x.x.x.x’ to reflect the IP address or DNS name used to connect to your SSH server (BT5 in
this tutorial). To do this, open the ‘/etc/og150/working-files/penetration-test-script-v1.0.sh’ file
using ‘vi’. Once the file is opened with ‘vi’, pressing ‘Ctrl+i’ will allow you to make changes to
the file – simply replace ‘x.x.x.x’ with the IP address or DNS name of your SSH server. In
order to save the changes, you need to exit out of the editing mode, to do this press ‘Esc’.
Next, type ‘:wq’ and then a carriage return to save the changes. Your penetration testing
script is now updated and the ‘Security Report’ will reflect this.

BONUS: SMS Confirmation Once SSH Connection Is Established.
Another useful feature supported by the OG150 is that it can send an SMS/text message to
your phone once the SSH connection has been successfully established. I personally find
this a very useful feature. This feature does however require an email-to-SMS gateway, I
recommend using Clickatell (you get 10 free messages when you register). The SSH
connection script, by default, attempts to send you the SMS if the SSH tunnel is successfully
established. You can see this in the SSH connection script shown in Screenshot 31.
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Screenshot 31 – SSH connection script content

Important: You need to configure the ‘/etc/ssmtp/ssmtp.conf’ file for this to work. Instructions
on how to configure this (using a Gmail account) is documented in the ‘Automated
Penetration Test’ PDF which can be downloaded from www.og150.com.
As you can see inScreenshot 31, if an SSH connection is established, the OG150 will send
an email to sms@messaging.clickatell.com and the email will contain the information within
file ‘/etc/og150/working-files/ssh-connection-email-v1.0’. You can see the default contents of
this file in Screenshot 32. In simple terms, we send an email to Clickatell which includes our
account details and the content to send in the SMS/text message, Clickatell converts this to
an SMS/text message which you receive on your mobile phone.
Screenshot 32 – Default SMS/text message script contents
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Use ‘vi’ to edit the contents of this file. A working file using my Clickatell account (with
censoring) is shown in Screenshot 33.
Screenshot 33 – Edited SMS/text message script contents

The next time your OG150 establishes an SSH connection to your BT5, you will get an
SMS/text message sent to your phone. Screenshot 34 illustrates an SMS/text message
received on my iPhone – notice how the contents mirror the details that were configured in
Screenshot 33.
Screenshot 34 – SMS/text message received on iPhone after successful SSH connection from OG150 to
BT5
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